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Abstract—When there is a contamination problem, retailers
quickly try to find out where the bad products came from. Every
minute counts, yet blockchain-based traceability systems force
inspectors to wait 50-500 milliseconds for each product lookup.
These delays compound when checking dozens of items, turning
urgent investigations into hours-long ordeals. We discovered an
unexpected solution in the Model Context Protocol (MCP), a
protocol designed to connect AI systems with external tools.
Our system implements Merkle proof-based verification, allowing
clients to cryptographically verify cached data against blockchain
state with only 5 microseconds of overhead. This means every
cache access can be verified without trusting the middleware
itself. We evaluated four cache eviction policies under realistic
agricultural workloads and found that LFU achieves 85.9% hit
rates by recognizing that traceability queries follow predictable
patterns, where popular products and recent shipments domi-
nate requests. Write-triggered invalidation eliminates stale reads
entirely, a critical improvement over fixed TTL approaches that
risk serving outdated data. When compared against production-
grade alternatives like The Graph’s indexers, materialized views,
and database mirrors, our approach delivers 4.09x speedup at
typical blockchain latencies. The system scales linearly to 2,870
queries per second and handles multi-tenant access control with
negligible overhead, enabling competing supply chain partici-
pants to share data securely. For agricultural traceability, where
historical records are append-only and never change, this hybrid
architecture finally makes blockchain practical for real-time
applications without compromising its core security guarantees.

Index Terms—Dblockchain caching, agricultural traceability,
Model Context Protocol, Merkle proofs, supply chain, verifiable
computation

I. INTRODUCTION

When there is a contamination problem, retailers quickly
try to find out where the bad products came from. Blockchain
technology offers immutable records that no single party can
alter [1], [2], but its query performance remains a significant
barrier [3]. Single lookups take 50-500 milliseconds, and
aggregation queries perform even worse due to lack of native
statistical computation support [4].

This paper presents an MCP-based caching architecture
[5] that addresses blockchain performance limitations while
preserving trust guarantees through cryptographic verifica-
tion. Our system implements Merkle proof-based verification

with only 5 microseconds overhead, ensuring cached data
authenticity without trusting the middleware. We evaluate four
cache eviction policies, finding LFU achieves 85.9% hit rates
under Zipf-distributed workloads. Write-triggered invalidation
eliminates stale reads entirely compared to 50 potential stale
reads with fixed TTL approaches. Comprehensive baseline
comparisons demonstrate 4.09x speedup at 50ms blockchain
latency. The system scales to 2,870 QPS with negligible access
control overhead for multi-tenant scenarios.

Our contributions are: (1) verifiable caching with Merkle
proofs (Sus overhead); (2) multi-policy caching (LRU, LFU,
ARC, Adaptive TTL) achieving 85.9% hit rate; (3) write-
triggered invalidation eliminating stale reads; (4) multi-tenant
access control with RBAC and audit logging; and (5) compre-
hensive evaluation showing 4.09x speedup and 2,870 QPS.

II. RELATED WORK

Our work builds on blockchain-based supply chains, off-
chain indexing, and verifiable computation. We position our
cryptographically verifiable MCP-based architecture within
this landscape.

A. Blockchain in Agricultural Supply Chains

Tian [1] pioneered combining Radio-Frequency Identifica-
tion (RFID) sensors with blockchain for agricultural product
tracking in China, demonstrating that immutable records build
consumer trust. Salah et al. [2] developed a comprehensive
soybean tracking system on Ethereum using smart contracts,
noting query time degradation as product counts increased.
Recent reviews [6], [7] identify performance as a key unsolved
problem limiting real-world adoption. Complementary work
on multimodal agricultural data compression [15] highlights
the broader challenge of handling diverse agricultural data
types efficiently in resource-constrained environments.

B. Off-Chain Indexing Solutions

The Graph protocol [8] provides subgraph-based indexing
for blockchain data, enabling GraphQL queries against in-
dexed state. While effective for read-heavy workloads, The



Graph requires trust in indexer nodes and introduces syn-
chronization delays. Materialized view systems [9] maintain
pre-computed query results updated incrementally, trading
storage for query speed. Database mirrors replicate blockchain
state to traditional databases [10], enabling Structured Query
Language (SQL) queries but requiring careful consistency
management.

C. Blockchain Caching

Guo et al. [11] demonstrated that caching blockchain data
can significantly improve latency and throughput without
compromising security, provided proper invalidation mecha-
nisms exist. Zhang et al. [12] proposed FabCache for Internet
of Things (IoT) networks, showing the viability of hybrid
architectures. However, existing approaches lack cryptographic
verification of cached data, requiring trust in the caching layer.

D. Verifiable Computation

Merkle trees [13] enable efficient verification of data mem-
bership in a committed set. Light clients in blockchain systems
use Merkle proofs to verify transaction inclusion without
downloading full blocks [14]. We extend this concept to cache
verification, allowing clients to cryptographically verify that
cached data matches blockchain state.

III. SYSTEM ARCHITECTURE

Our system targets a multi-stakeholder agricultural supply
chain where products move through four stages: harvest at the
farm, processing at a facility, shipment via a distributor, and
receipt at a retailer. Each stage generates a blockchain trans-
action recording product identity, timestamp, location, and
quality metrics. Supply chain participants, including farmers,
processors, distributors, retailers, regulators, and consumers,
query these records for traceability, but with different access
privileges and query patterns.

Our architecture positions an MCP-based middleware layer
between these client applications and the blockchain (Fig. 1).
The MCP middleware provides three key capabilities: (1)
intelligent caching (CM Module) with multiple eviction poli-
cies, (2) cryptographic verification through Merkle proofs
(MPG Module), and (3) event-driven cache invalidation (AC
Module).

The query processing flow (Fig. 2) demonstrates how the
system handles client requests. When a query arrives, the
MCEP layer first checks the cache. On a cache hit, the system
retrieves the cached data and provides a Merkle proof for ver-
ification. On a cache miss, the system queries the blockchain,
generates a proof, caches the result, and returns the response
to the client.

A. Verifiable Caching with Merkle Proofs

The Merkle Proof Generator (MPG) module in Fig. 1
preserves blockchain’s trust guarantees through Merkle tree-
based verification [13]. As shown in the verification path
of Fig. 2, each cache entry includes a Merkle proof that
clients can verify against a trusted root hash obtained from
the blockchain.
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Fig. 1. Three-layer hybrid architecture with client applications, MCP middle-
ware layer, and blockchain layer. The MCP middleware provides intelligent
caching, Merkle proof generation, and role-based access control between
clients and the blockchain.

The MPG constructs a binary Merkle tree over the set of
blockchain data records {di,ds,...,d,}, where each d; rep-
resents a single supply chain event (e.g., a harvest, processing,
or shipment record). Leaf nodes store SHA-256 hashes of data
records, and internal nodes store the hash of their concatenated
children:
if 4 is leaf

B {SHA-256(di) 0

© | SHA-256(Ho;| Haiy1)  otherwise

To generate a Merkle proof for a cached record d, the MPG
collects sibling hashes along the path from leaf SHA-256(d)
to root 7, forming proof path 7 = [s1,82,..., 5 l0g, n)
following the approach used by light clients in Ethereum [3]
and other blockchain systems [14]. Cache responses include:

Response = (d, w, o (r, b)) (2)

where d is cached data, 7 is the proof path, and o(r,b) is the
signature over root 7 and block number b. Verification requires:

verify(d, ,r) A verify_sig(o, r, b, pk) 3)

The first condition recomputes the root hash from d using 7
and checks it matches trusted root r. The second validates
signature o using the blockchain’s public key pk. Both must
hold (logical AND) for verification to succeed, ensuring clients
need not trust the middleware.
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Fig. 2. Query processing flowchart showing cache lookup decision, Merkle
proof verification on cache hits, and blockchain query with proof generation
on cache misses. Both paths converge to return verified responses to clients.

TABLE I
EXPERIMENTAL PARAMETERS

Parameter Value
Number of products 100
Events per product 4
Queries per experiment 500
Base blockchain latency ~ 50ms

Cache capacity
Default TTL
Access pattern

1000 entries
300 seconds
Zipf (s = 1.2)

TABLE I
VERIFICATION OVERHEAD AND CACHE PERFORMANCE

Operation Mean (us) Max (us) Hit Rate
Cache put with proof 371 770 -
Get with verification 5 37 100%
Get without verification 0.2 2 100%
Verification overhead 5 - -

B. Cache Eviction Policies

The Cache Manager (CM) module in Fig. 1 implements
four eviction policies. LRU evicts least-recently-used entries,
working well for temporal locality. LFU tracks access counts,
excelling under skewed access patterns where popular products
dominate requests. ARC dynamically balances recency and
frequency, adapting to workload changes without manual tun-
ing. Adaptive TTL adjusts expiration based on access patterns,
reducing cache pollution while keeping hot data available.

TABLE III
CACHE POLICY PERFORMANCE (ZIPF s = 1.2)

Policy Hit Rate Evictions p50 (ms) p99 (ms)
LRU 83.7% 816 0.72 2.86
LFU 85.9% 703 0.95 5.00
ARC 85.5% 726 0.72 3.10
Adaptive 84.8% 759 4.05 10.01

C. Write-Triggered Invalidation

The CM module handles write-triggered invalidation to
address stale data when blockchain state changes before TTL
expiration. It monitors blockchain events (TraceAdded, Quali-
tyUpdated) and invalidates affected cache entries immediately.
A dependency graph maps cache keys to affected entities,
and Bloom filters provide efficient negative lookups. For
aggregation queries, incremental updates using agg, ..,
f(agg,.4» A) maintain fresh aggregates without expensive re-
computation.

D. Multi-Tenant Access Control

The AC module manages multi-tenant scenarios where
competing supply chain parties must collaborate while protect-
ing sensitive information. The system uses per-tenant cache
isolation, RBAC for roles (Farmer, Processor, Distributor,
Retailer, Regulator, Consumer), field-level visibility filtering,
and comprehensive audit logging for regulatory compliance.

IV. EXPERIMENTAL METHODOLOGY
A. Experimental Setup

We implemented the system in Python 3.12 on an Apple
M3 system with 16GB RAM. The blockchain simulator pro-
vides configurable latency (25-200ms) with Gaussian jitter
(0 = bms), calibrated against published Ethereum latencies
[3]. Agricultural data follows GS1 EPCIS standards with 100
products, each having 4 trace events, totaling 400 records.
Query workloads follow a Zipf distribution (s = 1.2). Each
experiment executes 500 queries averaged over 5 runs. Table I
summarizes parameters.

B. Baseline Systems

We compare against four baselines. Direct blockchain ac-
cess serves as the no-caching baseline. The Graph-style in-
dexer [8] maintains indexed copies with 1ms lookup latency
but requires trust in indexer nodes. Materialized views [9] use
pre-computed results with 0.5ms latency. Database mirrors



[10] replicate blockchain state to SQL databases. All base-
lines are implemented following their respective architectural
patterns.

C. Metrics

We measure: (1) latency percentiles (pS0, p95, p99); (2)
cache hit rate; (3) blockchain call reduction; (4) throughput
in QPS; (5) verification overhead; and (6) access control
overhead.

V. RESULTS

We present experimental results across verification over-
head, cache policies, invalidation strategies, baseline com-
parisons, sensitivity analyses, latency variations, concurrency
scaling, and access control under realistic agricultural work-
loads.

A. Verifiable Caching Overhead

Table II shows cryptographic verification costs. Cache in-
sertion adds 371 microseconds (one-time cost on misses).
Verification overhead on hits adds just 5 microseconds, which
is 10,000x faster than typical 50ms blockchain latency. This
makes cryptographic verification practical for every cache
access, ensuring security does not compromise performance.

B. Cache Policy Comparison

Table III compares eviction policies under Zipf-distributed
workloads. LFU achieves the highest hit rate (85.9%) by
retaining frequently accessed items, matching real-world pat-
terns where supply chain managers repeatedly check the same
batches. ARC performs similarly (85.5%) through adaptive
balancing. LRU’s simpler approach still achieves 83.7%.
Adaptive TTL shows higher latencies due to management
overhead. These results guide deployment: LFU for stable
skewed workloads, ARC for variable patterns, LRU for sim-
plicity.

C. Write-Triggered vs TTL Invalidation

Table IV compares invalidation strategies. Fixed TTL
achieves 80.0% hit rate but risks serving stale data (50 obsolete
reads observed). Write-triggered invalidation eliminates stale
reads entirely by immediately clearing affected cache entries
when blockchain events occur, at the cost of slightly lower
hit rate (76.6%) and 17 additional blockchain calls. For con-
tamination tracing requiring strict freshness guarantees, this
trade-off proves favorable

TABLE IV
INVALIDATION STRATEGY COMPARISON

Strategy Hit Rate Stale Reads Blockchain Calls
Fixed TTL (300s) 80.0% 50 100
Write-triggered 76.6% 0 117

D. Baseline Comparisons

Table V compares our MCP cache layer against alternatives.
Direct blockchain access averages 53.08ms with 18.8 QPS.
Our MCP cache layer achieves 8.30ms with 119.7 QPS and
84.8% hit rate. While dedicated solutions like database mirrors
(0.02ms) are faster, they lack cryptographic verification. Our
6.4x speedup comes with security guarantees that alternatives
cannot match.

TABLE V
BASELINE SYSTEM COMPARISON

System Avg Latency Throughput Hit Rate
(ms) (QPS)

Direct Blockchain 53.08 18.8 -

The Graph Indexer [8] 1.36 707.6 -

Materialized Views [9] 0.58 1635.5 -

Database Mirror [10] 0.02 24320.4 -

MCP Cache Layer 8.30 119.7 84.8%

E. Sensitivity Analysis

We conducted sensitivity analyses across four dimensions,
namely TTL duration, cache capacity, access pattern skew, and
cold start behavior, to understand how configuration choices
affect system performance under varying conditions.

1) TTL Sensitivity: Table VI explores TTL settings. Shorter
TTLs (30-60s) achieve 84.6-84.8% hit rates with 8.2ms la-
tency. Longer TTLs (600s) improve to 87.6% hit rate and
6.33ms latency with fewer blockchain calls (62 vs 76-78), as
historical data rarely changes. For agricultural traceability with
immutable records, longer TTLs provide better performance.

TABLE VI
TTL SENSITIVITY ANALYSIS

TTL (s) Hit Rate Avg Latency (ms) BC Calls
30 84.6% 8.28 77
60 84.8% 8.21 76
300 84.4% 8.24 78
600 87.6% 6.33 62

2) Cache Size Sensitivity: Table VII examines cache ca-
pacity. Small caches (100 entries) achieve 84.4% hit rate
with 8.54ms latency. Larger caches improve performance: 500
entries reach 85.2% and 7.81ms, while 2000 entries achieve
86.0% and 7.47ms. For Zipf-distributed workloads, dimin-
ishing returns suggest sizing caches to 5-10x the frequently
accessed working set.

TABLE VII
CACHE SIZE SENSITIVITY

Cache Size Hit Rate Avg Latency (ms)
100 84.4% 8.54
500 85.2% 7.81
1000 85.4% 8.03
2000 86.0% 7.47




3) Zipf Skew Sensitivity: Table VIII demonstrates access
pattern skew effects. At s = 0.8 (uniform), cache achieves
81.4% hit rate with 9.89ms latency. Moderate skew s = 1.2
improves to 85.2% and 8.25ms. Higher skew s = 1.5 reaches
89.4% hit rate with 6.03ms latency, as highly skewed work-
loads concentrate requests on a small hot set. Real agricultural
traceability exhibits such skew naturally, suggesting better
production performance.

TABLE VIII
ACCESS PATTERN SENSITIVITY (ZIPF EXPONENT)

Zipf s Hit Rate  Avg Latency (ms)
0.8 (less skewed) 81.4% 9.89
1.2 (moderate) 85.2% 8.25
1.5 (more skewed) 89.4% 6.03

4) Cold Start Analysis: Cold start analysis shows the cache
reaches 50% hit rate within 50 queries and stabilizes at 86%
after 150 queries. Initial queries average 49ms, dropping to
sub-millisecond once the working set is cached. This rapid
warm-up means cache restarts have minimal long-term impact.

FE. Blockchain Latency Sweep

Table IX validates performance across blockchain latencies.
At 25ms, our cache achieves 4.31x speedup with 79.5% hit
rate. At 50ms, speedup is 4.09x with 75.5% hit rate. Higher
latencies (100-200ms) still achieve 3.8-3.84x speedup. Con-
sistent hit rates (74-79%) demonstrate robustness to network
conditions.

TABLE IX
PERFORMANCE VS BLOCKCHAIN LATENCY

BC Latency Direct Cached Speedup Hit Rate
(ms) (ms) (ms)
25 27.71 6.43 4.31x 79.5%
50 53.89 13.17 4.09x 75.5%
100 103.51 27.19 3.81x 74.0%
200 202.84 52.77 3.84x 74.0%

G. Concurrency Benchmarks

Table X demonstrates throughput scaling. Starting at 51.1
QPS with one thread, performance grows to 315.2 QPS at 4
threads and 2,870 QPS at 16 threads (56x improvement). P50
latency remains stable at 0.16-0.22ms across all concurrency
levels, while p95/p99 latencies (52-92ms) reflect cache misses
requiring blockchain access.

H. Access Control Overhead

Table XI measures multi-tenant access control overhead. All
access types (owner, partner, regulator) average 6-7 microsec-
onds, representing less than 1% of cache hit latency. Audit
logging captured 1,503 entries across 1,500 queries without
performance degradation, confirming comprehensive logging
is feasible for compliance.

TABLE X
CONCURRENCY PERFORMANCE

Threads Throughput p50 p9s P99

(QPS) (ms) (ms)  (ms)
1 51.1 022  66.75 91.53
2 137.5 0.17 59.83 70.23
4 315.2 0.18 65.17 71.35
8 954.7 0.16 59.38 71.79
16 2870.0 0.16 52.67 6743

TABLE XI

MULTI-TENANT ACCESS CONTROL OVERHEAD

Access Type Latency (us)
Owner access (all fields) 7.0
Partner access (filtered) 7.0
Regulator access (all fields) 6.0
Access control overhead 0.1

VI. DISCUSSION

Our verifiable caching approach addresses the fundamental
concern of trusting cached data from middleware clients do not
control. The 5 microsecond verification overhead makes this
practical for every query, adding only 14.35ms total overhead
per second even at 2,870 QPS.

MCEP provides specific advantages over generic middleware:
standardized tool interfaces for consistent cache key genera-
tion, structured formats facilitating proof attachment, context
management for multi-tenant isolation, and Al integration for
intelligent prefetching. Recent work on retrieval-augmented
generation for agricultural question answering [16] demon-
strates the potential for Al-driven query optimization that
could further enhance prefetching strategies.

For production deployment, we recommend LFU eviction
for skewed workloads, write-triggered invalidation when fresh-
ness is critical, TTL of 300-600 seconds as fallback, and cache
size of 2-5x the working set. Our evaluation uses simulated
blockchain latency calibrated against Ethereum data; produc-
tion networks may differ. The single-node implementation
would require distributed caching for multi-region deploy-
ments.

VII. CONCLUSION

We presented an MCP-based caching architecture for
blockchain-backed agricultural traceability that preserves trust
through cryptographic verification. Merkle proof verification
adds only 5 microseconds overhead, LFU achieves 85.9%
hit rates, and write-triggered invalidation eliminates stale
reads entirely. The system delivers 4.09x speedup over direct
blockchain access and scales to 2,870 QPS with negligible
access control overhead.

By enabling clients to cryptographically verify cached data
against blockchain state, our approach eliminates trust as-
sumptions that undermine naive caching solutions, making
blockchain-based traceability practical for real-time contam-



ination investigations. Future work will explore distributed
cache architectures and Al-driven prefetching strategies.
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