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Abstract—In the digital age, securing image data, particularly
in agriculture, is critical to prevent unauthorized access and
tampering. This paper presents FusionCrypt, a hybrid encryp-
tion system specifically designed for the images of agriculture.
The approach incorporates Particle Swarm Optimization (PSO),
Elliptic Curve DiffieHellman (ECDH) key exchange, chaotic
maps, and Dynamic Intra-block to enhance the robustness of the
encryption. Combining two or more maps, such as the Henon
and Logistic maps, referred to as sequential map fusion, produces
dynamic keys. Also, ECDH provides a secure mechanism for
key exchanges needed for applications in distributed farming.
Furthermore, a permutation based approach is employed to
improve the correctness of the mapping, which makes it feasible
to high-resolution images of the crops and soil conditions. Several
measures, such as entropy, correlation coefficients, NPCR, UACI,
PSNR, and SSIM, that focus on the extent of security risk have
been tested on agricultural data sets to assess the framework’s
efficiency. Preliminary results ensure significant enhancement in
encryption strength and resistance against cryptographic attacks
related to the confidentiality and integrity of critical agricultural
data.

Index Terms—Hybrid image encryption, Chaotic maps, Elliptic
Curve Diffie-Hellman (ECDH), Particle Swarm Optimization
(PSO), Smart Farming.

I. INTRODUCTION

In the era of smart farming and precision agriculture, the
secure transmission and storage of agricultural image data is
paramount. These images, vital for crop health monitoring,
pest detection, and soil analysis, often contain sensitive infor-
mation. Unlike general images, agricultural images typically
exhibit high degrees of spatial redundancy due to repetitive
patterns (e.g., rows of crops, uniform fields) and specific color
ranges (e.g., foliage health indicators). These characteristics
make them particularly susceptible to statistical and differ-
ential attacks if not properly encrypted, amplifying the risks
of unauthorized access and tampering in critical agricultural
operations. Thus, efficient image encryption techniques are
necessary to protect confidential visual information from pos-
sible attacks.
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To protect information over a wide range of areas, encrypted
data has been widely used with the help of the Data Encryption
Standard (DES), Advanced Encryption Standard (AES), Rivest
Shamir Adleman (RSA), and other traditional encryption al-
gorithms. However, conventional cryptographic algorithms like
AES, designed primarily for text, often struggle with image
data. Images possess inherent characteristics such as high
redundancy and strong spatial/statistical correlations, which,
if not properly addressed, can lead to vulnerabilities when
these algorithms are applied directly [1], [2]. Lightweight
scrambling methods can help, but a robust hybrid approach is
often necessary for strong security against advanced attacks.
Chaotic systems have become effective at constructing image
encryption schemes due to their sensitivity, deterministic ran-
dom properties, and ergodicity [3]. The use of chaotic maps
allows the ability to create pseudo random sequences that can
be used to potentially enhance security through the generation
of random images, which can easily scramble image pixels [4].
Chaotic maps such as the Henon map, Logistic map, Arnold’s
cat map, and others have been used in numerous encryption
algorithms suggesting their plausibility in producing complex
cipher images [5], [6].

The encoded image benefits are accompanied by chaos-
based scheme limitations, including key space constraints,
vulnerability against selected types of cryptanalysis, and also
issues of key distribution and management [7]. In order to
avoid these disadvantages, the applied chaotic systems are
combined with traditional cryptographic algorithms, forming
hybrid encryption schemes [8]. These hybrid methods seek
to take advantage of the strong security features of stan-
dard algorithms like AES while gaining some measure of
complexity due to utilizing chaos systems [9]. In addition,
Particle Swarm Optimization (PSO) has been looked into as
a means of strengthening image encryption [10]. PSO can
address the encryption algorithm parameters and permutation
sequences within the algorithm, thus enhancing the diffusion



and confusion characteristics necessary for secure encryption
[11]. For example, [12] seen that the hybrid chaotic map was
used to encode the parameters of the chaotic system to en-
crypt an image, which improved encryption metrics. Securely
exchanging keys is also important for encryption algorithms,
especially so in decentralized and networked settings common
in modern agricultural systems. The growing key size security
level afforded by ECDH systems has eluded the attention of
many users. ECDH is seen as a viable cost, cost effective and
fast alternative in key exchanges [13]. The inclusion of ECDH
with the image encryption scheme is an advancement for the
system by assuring that the encryption keys are exchanged
securely [14].

Considering the reliance on image data in the farming
sector, it is necessary to formulate a strategy that will help
secure the appropriate information. This work is aimed at
improving the existing chaotic-based image encryption algo-
rithms with drawbacks in key management and cryptanalysis
resistance through a new hybrid image encryption algorithm.
This work outlines FusionCrypt, a new hybrid encryption
scheme designed for agricultural images. In contrast to the
conventional methods of encryption, FusionCrypt employs a
combined use of a Henon and Logistic chaotic maps through
Sequential Map Fusion (SMF) to create keys that are highly
unpredictable keys. The use of Particle Swarm Optimization
(PSO) for image permutation overcomes the inherent semi-
redundancy and spatial correlation that is typical of agricul-
tural images, and the use of Elliptic Curve DiffieHellman
(ECDH) ensures secure key exchanges with other parties.
This holistic approach improves encryption capability while
at the same time providing an effective means of managing
keys; thus, FusionCrypt extends the scope of cryptographic
techniques applicable in the context of smart farming systems.

II. METHODOLOGY

FusionCrypt utilizes Elliptic Curve Diffie-Hellman (ECDH)
for secure and efficient key exchange, enabling the generation
of shared AES-256 keys without transmitting them directly.
Dynamic and unpredictable keys are generated through Se-
quential Map Fusion (SMF), integrating the outputs of Henon
and Logistic chaotic maps. To effectively disrupt the inherent
spatial correlations and redundancy typical of agricultural
images, Particle Swarm Optimization (PSO) is employed to
optimize the permutation of image subblocks, maximizing
entropy and randomness. The encryption process further in-
volves dynamic intra-block operations, including segmenta-
tion, SMF driven RGB channel reordering, application of the
PSO-optimized permutation map, XORing with a key-derived
random matrix, and final encryption using AES-256-GCM to
ensure both confidentiality and data integrity.

III. RESULTS

The hardware specifications included an Intel Core i7 pro-
cessor with 16GB RAM. The experiments were conducted
using Python (v. 3.12.4) using the OpenCV, NumPy, and
Cryptography libraries. The test was done at first with 3

different agricultural images which were resized to 500x500
pixels each. These images were likely chosen because they
represent common scenarios in smart agriculture, such as
farm monitoring and soil analysis. Though the initial findings
show the promise of the system, work in further studies will
involve testing FusionCrypt on larger image datasets with
wider varieties of image types, image resolutions, and sets
of agricultural mechanisms to validate its effectiveness and
expansion possibilities.

A. Visual Analysis

Figure 1 shows the RGB color distributions of original,
encrypted, and decrypted images. The encrypted image’s
uniform histogram reflects effective obfuscation of patterns,
while the decrypted image’s histogram closely matches the
original, demonstrating FusionCrypt ability to secure data
without compromising its integrity
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Fig. 1. Histograms of plain and encrypted images

B. Security Analysis

Entropy, a metric describing the randomness or unpre-
dictability in an image, is critical for cryptographic security.
For an ideal encrypted image, entropy should approach 8
bits per pixel, as greater entropy correlates with stronger
resistance to statistical attacks. Our analysis in Table 1 con-
firms FusionCrypt’s effectiveness in producing high-entropy
outputs, with encrypted images exhibiting values between
7.9988 and 7.9991 extremely close to the theoretical max-
imum. Additionally, FusionCrypt disrupts pixel correlations,
a key vulnerability in decryption attempts. As shown in
Table 2, the correlation coefficients of encrypted images drop
to near-zero values (-0.0005 and -0.0010), confirming that
the algorithm effectively eliminates pixel interdependencies.
By achieving near maximal entropy and minimizing pixel
correlations, FusionCrypt demonstrates robust security against
statistical and pattern based attacks.

Number of Pixels Change Rate (NPCR) and Unified Av-
erage Changing Intensity (UACI) measure the sensitivity to
small changes in the plaintext. High values of NPCR (ap-
proximately 99%) and UACI (25-35%) point to considerable



TABLE I
ENTROPY VALUES OF ORIGINAL, ENCRYPTED, AND DECRYPTED IMAGES.

Image Original | Encrypted | Decrypted
Imagel | 7.0891 7.9988 7.0745
Image2 | 6.7906 7.9991 6.7514
Image3 | 5.7620 7.9990 5.7144
TABLE II

CORRELATION COEFFICIENTS OF IMAGES

Original 0.9822 | 09767 | 0.9678

Imagel [ Encrypted | 0.0023 | 0.0012 | 0.0025

Decrypted | 0.9825 | 0.9689 | 0.9601

Original 0.9029 | 0.9382 | 0.9000

Image2 | Encrypted | 0.0024 | 0.0023 | -0.0005

Decrypted | 0.9045 | 0.9305 | 0.8871

Original 0.9534 | 0.9677 | 0.9357

Image3 | Encrypted | -0.0011 | 0.0041 | -0.0010

Decrypted | 0.9511 0.9671 0.9326

changes in pixels and intensity. Our findings in Table 3
illustrate that FusionCrypt is quite sensitive to the changes
in plaintext, which enables it to withstand differential attacks.

TABLE III
NPCR AND UACI VALUES INDICATING SENSITIVITY TO PLAINTEXT

CHANGES.

Image NPCR (%) | UACI (%)

Imagel 99.5894 29.1633

Image2 98.7708 25.2975

Image3 99.6102 35.9727
TABLE IV

PERFORMANCE METRICS.

Image PSNR (dB) SSIM Enc Time (s) | Dec Time (s)
Imagel 33.5826 0.9971 2.1240 0.1002
Image2 27.4899 0.9911 2.0554 0.0933
Image3 29.5313 0.9925 2.3073 0.0997

A conventional way of measuring the quality of images has
been based on the Peak Signal-to-Noise Ratio (PSNR) and
Structural Similarity Index (SSIM). In Table 4, the achieved
image quality parameters of PSNR (27.49 to 33.58 dB) and
SSIM (0.9911 to 0.9971) suggest that FusionCrypt does not
distort the images after decryption, allowing correct data
restoration.

IV. RESULTS

This work proposes a hybrid image encryption system for
an agricultural imaging framework that effectively integrates
chaotic maps, ECDH key exchange, Dynamic Intra-block, and
PSO-based permutation to reach high-security standards. Pre-
liminary findings confirm the system’s success in improving
encryption resilience, showing great potential for safe image
transfer and storage uses. Future work will include compre-
hensive comparative analyses against established baselines,
such as direct AES-GCM encryption and AES combined with
various lightweight scrambling techniques, to quantitatively

demonstrate FusionCrypt’s performance advantages. This will
also involve in-depth evaluations against specific cryptanalytic
and side-channel attacks. These improvements seek to confirm
the framework’s consistency in providing a dependable means
of safe image transmission and storage.
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