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Abstract. Federated Learning (FL) allows the training of models over distributed 
data sources without compromising the privacy of users in different client devices. 
Nonetheless, encryption mechanisms, including Homomorphic Encryption (HE) 
and symmetric encryption, such as the Advanced Encryption Standard (AES), 
enhance security but usually come at the cost of computational expense, affecting 
the speed and scale of the model. To tackle these issues, we propose a hybrid HE 
model which integrates the CKKS method of HE with AES encryption to ensure 
privacy and computational performance. Our experiments with an agricultural crop 
production dataset indicate that the proposed model is considerably more efficient 
regarding predictive performance and training time than the normal encryption 
model. The hybrid method also outperforms security and performance resource-
constrained systems compared to systems that use only AES or HE. This implies 
that a hybrid strategy can be used in FL with the objective of achieving both 
security and efficiency. 

Keywords: Federated learning · Homomorphic encryption · Hybrid encryption · 
CKKS scheme · Privacy preservation 

1 Introduction 

The growing spread of data generated by edge devices and the Internet of Things (IoTs) 
has necessitated the creation of distributed machine-learning methods. In this context, 
Konečný et al. (2017) played a significant role in promoting Federated Learning (FL) as a 
new concept which makes it possible for various clients to participate in the construction 
of a network-based model without revealing their original data [1], hence ensuring that 
the privacy is respected and legal norms, such as the General Data Protection Regulation 
(GDPR) [2], are followed. FL has been reported across numerous sectors, including 
healthcare [3], finance [4], and IoT [5]. The standard FL workflow consists of the indi-
vidual model being trained locally, sending the model updates to a central server and sub-
sequently collating these updates so that the global model can be enhanced. FL, despite
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its advantages, encapsulates privacy infringements issues. Model inversion attack makes 
it possible to extract some private information which is transmitted during the updates 
of the model from the clients to a central server [6]. As a counter-measure against such 
risks, the FL architecture demands secure encryption mechanisms. First, Gentry (2009) 
proposed the concept of fully homomorphic encryption (FHE) using ideal lattices. Later, 
the CKKS scheme was developed for approximate arithmetic on encrypted real numbers 
[7]. It is intended to perform computations on encrypted data, avoiding decryption during 
both the training and the aggregation operations. So, of course, HE is computationally 
expensive. This entails an increased training time as well as a higher consumption of 
resources, which causes problems for resource-limited types of applications, for exam-
ple, IoT. On the other hand, as noted by Daemen and Rijmen (2002), encryption schemes 
like the Advanced Encryption Standard (AES) facilitate low overhead secure commu-
nication of data [8] however, they are unable to perform computations on ciphertexts. 
This limitation entails the frequent decryption of model parameters prior to their aggre-
gation to resolve privacy concerns and utilize FL’s advantages further. To address these 
limitations, we proposed a Hybrid Homomorphic Encryption model that involved inte-
grating the CKKS approach of HE and the AES encryption in the ecosystem of FL. This 
hybrid approach applies AES to ensure the safe transfer of information. As a result of 
it, significant degradation of the CKKS enables secure merging of all the changes in the 
model without decrypting any information. The suggested model thus preserves privacy 
whilst enhancing computational efficiency by combining these two encryptions. 

The combination of these two approaches allows for lowering the computational 
complexity encumbered by the full-scale homomorphic encryption. While AES is useful 
and effective encryption for cipher and time communication, CKKS is effective as it 
allows computation on an encrypted input with no decryption needed at all, which is 
crucial in minimizing privacy concerns during the model update aggregation. 

The remainder of this paper is organized as follows. In Sect. 2, we provide an 
overview of privacy-preserving encryption techniques, including HE, symmetric encryp-
tion (AES), and Paillier encryption. Section 3 introduces the proposed hybrid homomor-
phic encryption model, detailing its mathematical formulation and integration into the 
FL framework. Section 4 describes the experimental setup, including the dataset, model 
architecture, and evaluation metrics. Section 5 presents the results of our experiments, 
comparing the performance of the proposed hybrid model with other encryption meth-
ods. Finally, Sect. 6 discusses the implications of our findings, outlines future research 
directions, and concludes the paper. 

2 Privacy-Preserving Encryption Techniques 

The privacy of users takes precedence during the training of any machine learning models 
regarding FL model update aggregations. Several solutions have been created to protect 
the processes of FL from breaches.
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2.1 Homomorphic Encryption 

Homomorphic encryption supports arithmetic operations on ciphertexts without the need 
for decryption [7]. Likewise, data can be processed without the need to decrypt it in the 
CKKS system [9]. 

2.2 Symmetric Encryption (AES) 

AES [8] is a symmetric cryptographic algorithm which performs well in terms of time 
efficiency. Even though it provides data transfer confidentiality protection, encrypted 
data computations are not possible, thus constraining scenarios where encrypted 
computations can be performed. 

2.3 Paillier Encryption 

Because of its potential to enable the homomorphic computation of ciphertexts, the 
encryption scheme known as Paillier was proposed by Paillier in 1999. Paillier encryption 
scheme is particularly notable as one of the probabilistic public-key cryptosystems. The 
exceptional part of this system is its potential to perform computations on the ciphertext 
without revealing the confidentiality level of such computations [10]. 

Considering these limitations, it becomes obvious that there is a need for a mixture 
model that takes advantage of AES’s computational efficiency and the privacy afforded 
by the homomorphic encrypted model. HE is our proposed Hybrid Encryption model 
that will help eliminate this challenge by integrating the two encryption techniques to 
create a safe and productive FL model. 

3 Proposed Methodology 

The purpose of the proposed Hybrid Homomorphic Encryption model is to increase 
the confidentiality of transmitted and aggregated model updates while decreasing the 
computation burden by integrating the HE CKKS algorithm and AES encryption inside 
the FL framework. 

Mathematically, the encryption process for each client’s local model parameters θ (t) i 
is defined as: 

Hybrid_ Enc
(
θ (t) i

)
= AES_ Enc

(
CKKS_ Enc

(
θ (t) i

))
(1) 

Here, CKKS_ Enc encrypts the model parameters using the CKKS scheme, enabling 
homomorphic operations while AES_ Enc further encrypts the CKKS ciphertext to 
secure the data during transmission. 

Upon receiving the encrypted updates, the server performs homomorphic aggrega-
tion without decrypting individual updates: 

EncCKKS
(
θ (t+1) 
global

)
= 

1 

N

∑N 

i=1 
CKKS_ Enc

(
θ (t) i

)
(2)
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Finally, the aggregated encrypted global model is decrypted to update the global 
parameters: 

θ (t+1) 
global = CKKS_ Dec

(
EncCKKS

(
θ (t+1) 
global

))
(3) 

This hybrid framework is rather unique in making sure the private updates of the 
individual models do not get transmitted or aggregated, therefore ensuring that the global 
model can be formulated even without the server having direct access to the raw data. 

In the proposed hybrid approach, privacy has been preserved during two critical 
phases of the FL process: model updates and aggregation. We, however, in contrast to 
conventional approaches, by combining the two techniques of data encryption for secure 
transfer and key-locked CKKS for secure aggregation, allow the server never to see any 
raw data even when aggregates are created thus reducing the threat posed by model 
inversion and inference attacks. Examples of such methods are AES based methods that 
allow for quick transfer of model updates and shield them from prying ears, while CKKS 
permits model parameterized global models to be built without revealing the underlying 
models. 

Figure 1 depicts client-side operations beginning with each client training a local 
model. Once trained, local model updates are encrypted using the CKKS (HE) tech-
nique, with the encryption context properly configured to strike a balance between secu-
rity and computational performance. The homomorphically encrypted model updates 
are then serialized and further secured by encrypting the serialized data with AES and 
a symmetric key, yielding doubly encrypted model updates. These securely encrypted 
changes are then transferred to the server. On the server side, the operation begins by 
decrypting the received data with the symmetric AES key to obtain the homomorphi-
cally encrypted model updates. The server then securely aggregates these encrypted 
updates using homomorphic addition and scalar multiplication. Following aggregation, 
the combined model updates are decrypted using the CKKS decryption method. Finally, 
the decrypted aggregated updates are used to update the global model, ensuring that the 
entire system remains secure and efficient throughout the training process. 

Fig. 1. Proposed hybrid homomorphic encryption model 

The model ensures data privacy at two levels through advanced encryption tech-
niques. First, it employs HE to secure model changes during the aggregation process, 
effectively preventing the server from accessing individual updates. This ensures that 
sensitive information remains protected while computations are performed. Additionally, 
the model incorporates AES encryption to safeguard the homomorphically encrypted 
data during transmission. This adds an extra layer of security, shielding the data from 
potential network threats and ensuring comprehensive privacy protection throughout the 
entire process.
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The hybrid approach addresses possible weaknesses associated with either strategy 
when employed in isolation. Specifically, AES provides fast encryption for data trans-
mission, whereas HE assures that even if the transmission is intercepted, the model 
updates remain safe during aggregation. 

4 Experimental Setup 

The experiment was performed using the machine [Intel® Core™ i7-5600U CPU 
@2.60 GHz and 8.00 GB RAM]. We used Kaggle’s Agriculture Crop Yield dataset 
[11], picking 20,000 rows out of 1,000,000 due to limited computational resources and 
the inclusion of ten characteristics, including categorical (Region, Soil Type, Crop Type, 
Fertilizer, Irrigation, Weather) and numerical variables (Rainfall, Temperature, Days to 
Harvest). We preprocessed the data by removing rows with missing values, label encod-
ing categorical features, normalizing numerical data with StandardScaler, and dividing 
it into 80% training and 20% testing. This preparation makes the dataset acceptable for 
testing the scalability and efficacy of the proposed encryption techniques. Our neural 
network model has a simple architecture that focuses on the effects of various encryp-
tion methods on FL performance. The network consists of nine input nodes, two hidden 
layers with 16 and 8 neurons that use ReLU activations, and a single output neuron for 
crop yield prediction. This simple structure assures that any performance discrepancies 
are due to encryption methods rather than model complexity, allowing for a transparent 
examination of how encryption affects the effectiveness and efficiency of FL on large, 
heterogeneous agricultural datasets. 

Five different models were considered, namely: FL Baseline, which does not use 
encryption, FL with AES encryption, FL with CKKS homomorphic encryption FL with 
Paillier encryption and FL with HE (CKKS) + AES, which is the proposed model. In all 
the scenarios, 15 rounds of federated learning with 6 clients were conducted to mimic 
the realistic distribution setting. 

5 Results and Discussions 

The performance metrics include Mean Squared Error (MSE) Loss, Root Mean Squared 
Error (RMSE), R-squared R2, and Training Time. These are mathematically defined as: 

MSE = 
1 

n

∑n 

i=1

(
yi − yi

∧)2 (4) 

RMSE = 
√
MSE (5) 

R2 = 1 −
∑n 

i=1

(
yi − yi

∧)2
∑n 

i=1(yi − y)2
(6) 

where yi are the true values, yi
∧

are, the predicted values and y is the mean of the observed 
data.
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Table 1. Performance metrics across FL methods 

Model MSE Loss RMSE R-squared (R2) Training Time (s) 

FL with No Encryption 
(Baseline) 

0.2624 0.5123 0.9100 16.49 

FL with AES Encryption 0.2578 0.5077 0.9115 15.53 

FL with Homomorphic 
Encryption (CKKS) 

0.2564 0.5063 0.9120 23.92 

FL with Paillier Encryption 0.2591 0.5090 0.9111 1167.47 

FL with Hybrid Encryption 
(HE (CKKS) + AES) (Our 
Model) 

0.2536 0.5035 0.9130 34.94 

Table 1 and Fig. 2 show comparative studies of different FL models, highlight-
ing variances in performance and computing efficiency. FL with Hybrid Encryption 
(HE(CKKS) + AES) achieved the highest accuracy, with the lowest MSE (0.2536) and 
RMSE (0.5035), as well as the balanced R-squared value (0.9130). The training time 
was 34.94 s. In contrast, FL with Homomorphic Encryption (CKKS) had a slightly 
higher MSE (0.2564) and RMSE (0.5063) but a strong R-squared (0.9120) with a train-
ing time of 23.92 s. The model that simply used AES encryption worked well (MSE: 
0.2578, RMSE: 0.5077, R-squared: 0.9115) and took the least amount of time (15.53 
s). The Paillier encrypted model performed comparably (MSE: 0.2591, RMSE: 0.5090, 
R-squared: 0.9111), but it took substantially longer to train (1167.47 s), making it the 
least efficient. The unencrypted model had an MSE of 0.2624, an RMSE of 0.5123, and 
an R-squared value of 0.9100 with a training time of 16.49 s, suggesting that encryption 
approaches can enhance model accuracy without significantly increasing training times. 

The hybrid model strikes a balance between security and efficiency, making it suitable 
for environments with limited computational resources. 

Fig. 2. Performance comparison of different encryption methods used in federated learning
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Fig. 3. Average training loss over FL rounds for each method 

Figure 3 shows that the proposed model converges more rapidly and achieves lower 
training loss than other methods. Despite the added encryption layers, this indicates 
effective learning and stability in the training process. 

The results obtained illustrate the practical advantages of our hybrid encryption 
approach (CKKS + AES). The hybrid method effectively combines AES’s low com-
putational overhead for secure data transmission with CKKS’s capability to securely 
aggregate encrypted data, thus achieving higher accuracy and efficiency than standalone 
encryption schemes. The observed improvement in predictive performance and manage-
able training time demonstrates the proposed model’s suitability for real-world FL appli-
cations, especially in resource-constrained environments like IoT and edge computing 
scenarios. 

6 Conclusion 

This work describes a Hybrid HE model that effectively balances privacy protection 
and computational performance in FL. The model protects model changes during trans-
mission and aggregation by integrating the CKKS homomorphic encryption technique 
with AES encryption. Compared to typical encryption methods, experimental results 
on a large-scale agricultural dataset show improved prediction performance and shorter 
training times. Future work will include scalability testing to assess the model’s perfor-
mance with a larger number of clients and under different network conditions, extending 
the hybrid encryption approach to more complex machine learning models such as deep 
neural networks, experimenting with dynamic encryption parameters based on compu-
tational resources and security requirements, and investigating the model’s resilience to 
advanced privacy attacks such as inference and reconstruction attacks. Future research
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can improve the security and efficiency of FL systems by refining and expanding on this 
hybrid method, paving the door for their use in a wider range of applications. 

Acknowledgments. This work was funded by the European Commission under the Doctoral 
Networks Programme (MSCA-DN-101073381–EnTrust) within the Horizon Europe (HORIZON) 
Marie Skłodowska-Curie Actions. 

References 

1. Konečný, J., McMahan, H.B., Yu, F.X., Richtárik, P, Suresh, A.T., Bacon, D.: Federated 
Learning: Strategies for Improving Communication Efficiency, Oct. 30 (2017). arXiv. https:// 
doi.org/10.48550/arXiv.1610.05492 

2. P. Voigt and A. Bussche, The EU General Data Protection Regulation (GDPR): A Practical 
Guide (2017). https://doi.org/10.1007/978-3-319-57959-7 

3. Sheller, M.J., Reina, G.A., Edwards, B., Martin, J., Bakas, S. : Multi-institutional deep learning 
modeling without sharing patient data: a feasibility study on brain tumor segmentation. In: 
Crimi, A., Bakas, S., Kuijf, H., Keyvan, F., Reyes, M., van Walsum, T. (eds.) Brainlesion: 
Glioma, Multiple Sclerosis, Stroke and Traumatic Brain Injuries. BrainLes 2018. LNCS, vol. 
11383. Springer, Cham (2019). https://doi.org/10.1007/978-3-030-11723-8_9 

4. Yang, Q, Liu, Y., Chen, T., Tong, Y.: Federated machine learning: concept and applications. 
ACM Trans. Intell. Syst. Technol. 10(2), 12:1–12:19 (2019). https://doi.org/10.1145/3298981 

5. Lim, W.Y.B., et al.: Federated learning in mobile edge networks: a comprehensive survey. 
IEEE Commun. Surv. Tutorials 22(3), 2031–2063 (2020). https://doi.org/10.1109/COMST. 
2020.2986024 

6. Hitaj, B., Ateniese, G., Perez-Cruz, F.: Deep Models Under the GAN: Information Leakage 
from Collaborative Deep Learning. In: Proceedings of the 2017 ACM SIGSAC Conference 
on Computer and Communications Security, in CCS 2017, pp. 603–618. Association for 
Computing Machinery, New York (Oct 2017). https://doi.org/10.1145/3133956.3134012 

7. Gentry, C.: Fully homomorphic encryption using ideal lattices. In: Proceedings of the forty-
first annual ACM symposium on Theory of computing, in STOC 2009, pp. 169–178. Asso-
ciation for Computing Machinery, New York (May 2009). https://doi.org/10.1145/1536414. 
1536440 

8. Daemen, J., Rijmen, V:. The Advanced Encryption Standard Process. In: The Design of 
Rijndael: AES — The Advanced Encryption Standard, pp. 1–8. Springer, Berlin (2002). 
https://doi.org/10.1007/978-3-662-04722-4_1 

9. Lee, Y., Lee, J.-W., Kim, Y.-S., No, J.-S.: Near-optimal polynomial for modulus reduction 
using L2-norm for approximate homomorphic encryption. IEEE Access 8, 144321–144330 
(2020). https://doi.org/10.1109/ACCESS.2020.3014369 

10. Sakurai, K., Takagi, T.: New Semantically Secure Public-Key Cryptosystems from the RSA-
Primitive. In: Naccache, D., Paillier, P. (eds.) Public Key Cryptography, pp. 1–16. Springer, 
Berlin (2002). https://doi.org/10.1007/3-540-45664-3_1 

11. Agriculture Crop Yield Kaggle dataset https://www.kaggle.com/datasets/samuelotiattakorah/ 
agriculture-crop-yield

https://doi.org/10.48550/arXiv.1610.05492
https://doi.org/10.48550/arXiv.1610.05492
https://doi.org/10.1007/978-3-319-57959-7
https://doi.org/10.1007/978-3-030-11723-8_9
https://doi.org/10.1145/3298981
https://doi.org/10.1109/COMST.2020.2986024
https://doi.org/10.1109/COMST.2020.2986024
https://doi.org/10.1145/3133956.3134012
https://doi.org/10.1145/1536414.1536440
https://doi.org/10.1145/1536414.1536440
https://doi.org/10.1007/978-3-662-04722-4_1
https://doi.org/10.1109/ACCESS.2020.3014369
https://doi.org/10.1007/3-540-45664-3_1
https://www.kaggle.com/datasets/samuelotiattakorah/agriculture-crop-yield
https://www.kaggle.com/datasets/samuelotiattakorah/agriculture-crop-yield

	 Editor’s Preface
	 Contents
	IoT for Sustainable and Intelligent Health Care
	1 Motivation and Structure of This Work
	2 Hardware for IoT Systems
	2.1 IoT-Hardware Components
	2.2 Challenges in the Integration of Various Sensors and Actors in IoT Systems
	2.3 Conclusion to Section and Discussion on Future Work

	3 IoT Emergency Management Systems by Power Outages and Blackouts
	3.1 Real Blackout Scenarios
	3.2 Challenges of Power Outages and Emergency Management Using IoT
	3.3 KRITIS and ISO 27001
	3.4 Sustainability and SDG
	3.5 New Technologies and Innovations for IoT
	3.6 Applications in Health and Telemedicine
	3.7 Power Outages in the Healthcare Sector and the Role of IoT Solutions
	3.8 Emergency Management: Workflow and Visualization of the Process
	3.9 Conclusion to Section and Discussion on Future Work

	4 IoT and Self-driving Cars and Deployment in Healthcare Sector
	4.1 Technical Challenges, Security, and Economic Implications
	4.2 AI in Self-driving Cars: Ethics-Dilemma
	4.3 Conclusion to Section and Discussion on Future Work

	5 WAN as IoT Solutions for Emergency Cases
	5.1 The Worldwide Coverage with Starlink
	5.2 Starlink as an Alternative to the Mid-Term 6G
	5.3 LoRaWAN Architecture
	5.4 Conclusion to Section and Discussion on Future Work

	6 Conclusion
	References

	Literature Review on Architecture for Smart-Product Service Systems
	1 Introduction
	2 Methodology
	2.1 Research Objectives
	2.2 Criteria for Literature Review

	3 Analysis Results
	3.1 Architecture Analysis
	3.2 Methodology Analysis
	3.3 Elements and Capabilities

	4 Conclusion and Outlook
	References

	Personalized Healthcare Using AI and IoT
	1 Introduction
	1.1 Defining Personalized Healthcare and Its Significance
	1.2 Challenges in Traditional Healthcare
	1.3 Data-Driven and Personalized Treatment Plans Using AI and IoT
	1.4 Research Objectives and Scope
	1.5 Research Questions and Hypothesis

	2 Background and Literature Review
	2.1 IoT in Healthcare
	2.2 Artificial Intelligence in Healthcare
	2.3 Challenges and Limitations of Current Healthcare Systems

	3 Methodology
	3.1 Comparative Analysis of Existing AI-IoT Healthcare Frameworks
	3.2 Proposed AI-IoT Framework for Personalized Healthcare
	3.3 Research Approach and Justification
	3.4 Evaluation Metrics
	3.5 Ethical Considerations

	4 Proposed AI and IoT-Based Personalized Healthcare Model
	4.1 System Architecture
	4.2 Data Processing Pipeline
	4.3 AI Model for Personalized Treatment
	4.4 Real-Time IoT Integration
	4.5 Case Study or Hypothetical Scenario

	5 Challenges and Limitations
	5.1 Technical Challenges
	5.2 Privacy and Security Issues
	5.3 Ethical and Social Challenges
	5.4 Interoperability Issues

	6 Future Directions
	6.1 Advances in AI for Personalized Healthcare
	6.2 Next-Generation IoT Devices for Healthcare
	6.3 Ethical AI in Healthcare
	6.4 Policy and Regulatory Developments

	7 Conclusion
	References

	Modeling the Relationship Between Traffic Intensity and Urban Air Pollution with LSTM Networks
	1 Introduction
	2 Related Work
	3 Dataset
	3.1 Gathering the Dataset
	3.2 Data Preprocessing

	4 Methodology
	4.1 Data Preparation
	4.2 Long Short-Term Memory (LSTM) Network
	4.3 Model Training
	4.4 Model Evaluation and Analysis
	4.5 Model Implementation

	5 Results
	6 Discussion
	7 Limitations
	8 Conclusion
	9 Future Work
	References

	Multi-Timescale Traffic Intensity Forecasting
	1 Introduction
	2 Related Work
	2.1 Traditional Statistical Models for Traffic Prediction
	2.2 Machine Learning Models for Traffic Prediction
	2.3 Deep Learning Models for Traffic Prediction

	3 Methodology
	3.1 LSTM-Long Short-Term Memory
	3.2 LSTM-IMTRAN

	4 Experiments and Results
	4.1 Data Description
	4.2 Model Training
	4.3 Evaluation Metrics
	4.4 Experimental Results

	5 Conclusions and Future Work
	References

	Extraction of Entities from Stock Analyst Reports via Language Models
	1 Introduction
	2 Related Work
	3 Method and Prototype
	3.1 Process
	3.2 Specialization
	3.3 Models
	3.4 Analysis Types
	3.5 Content Reduction
	3.6 Prompting
	3.7 Defaults
	3.8 Post Processing

	4 Evaluation
	4.1 Task
	4.2 Dataset
	4.3 Results

	5 Conclusion and Outlook
	References

	RECSIP: REpeated Clustering of Scores Improving the Precision
	1 Introduction
	2 Related Work
	2.1 Multiagent Approaches
	2.2 Self-Consistency
	2.3 Uncertainty Evaluation

	3 Methodology
	3.1 Framework
	3.2 Implementation

	4 Evaluation
	4.1 Experimental Design
	4.2 Results
	4.3 Wrong Response Analysis
	4.4 Limitations

	5 Discussion
	6 Conclusion
	References

	Enhancing Large Language Models for Real-Time, SEO-Optimized Article Generation
	1 Introduction
	1.1 Background
	1.2 Objectives

	2 Related Work
	2.1 Web Scraping and Data Extraction
	2.2 Retrieval-Augmented Generation (RAG)
	2.3 Content Generation and Evaluation

	3 Methodology
	3.1 Data Collection via Web Scraping
	3.2 Semantic Embedding and Indexing
	3.3 Intent Analysis and Outline Generation
	3.4 Query and Prompt Generation
	3.5 Content Generation
	3.6 Integration and Finalization
	3.7 Evaluation

	4 Results
	4.1 Retrieval Accuracy
	4.2 Content Generation
	4.3 SEO Effectiveness
	4.4 Execution Time
	4.5 Summary

	5 Conclusion and Future Work
	5.1 Conclusion
	5.2 Future Work

	Appendix: Supplementary Material
	References

	Optimizing Retail Decision-Making with Retrieval-Augmented Generation and Chain of Thought Frameworks
	1 Introduction
	1.1 Background

	2 Related Work
	2.1 Retrieval-Augmented Generation (RAG)
	2.2 Chain of Thought (CoT) Reasoning
	2.3 Large Language Models (LLMs)
	2.4 LLMs in Retail Analytics

	3 Methodology
	3.1 Data Preparation and Preprocessing
	3.2 Feature Engineering
	3.3 Outlier Detection
	3.4 Correlation Analysis
	3.5 Dimensionality Reduction
	3.6 K-Means Clustering
	3.7 Embedding
	3.8 Retrieval Augmented Generation Implementation

	4 Results
	4.1 Data Cleaning and Preprocessing
	4.2 Customer Segmentation
	4.3 Embedding-Based Product Insights
	4.4 Restocking Strategy
	4.5 Comparative Analysis

	5 Discussions
	5.1 Implications of Findings
	5.2 Strengths of the Framework
	5.3 Limitations
	5.4 Comparison with Traditional Approaches

	6 Conclusion
	6.1 Key Takeaways
	6.2 Future Directions

	References

	Multi-modal Summarization in Model-Based Engineering: Automotive Software Development Case Study
	1 Introduction
	2 Related Works
	2.1 Multimodal Large Language Models
	2.2 Diagram Prompting and Pre-processing

	3 Experiment
	3.1 Research Questions
	3.2 Experimental Setup

	4 Evaluation
	5 Usage in Automotive
	6 Conclusion
	References

	The Academic Impact of ChatGPT: Insights from Researchers, Students, and Educators
	1 Introduction
	2 Related Work
	3 Research Methodology
	3.1 Step 0: LLM Selection
	3.2 Step 1: Data Collection
	3.3 Step 2: Data Analysis
	3.4 Step 3: Data Interpretation

	4 Data Analysis and Findings
	4.1 How Frequently Do Researchers Use ChatGPT in Their Research, and What Benefits Have They Experienced from Using It?
	4.2 In What Types of Academic Assignments or Projects Have Students Used ChatGPT, and What Benefits and Concerns Have They Experienced?
	4.3 Do Educators Think ChatGPT Could Be a Useful Tool for Teaching Purposes, and How Concerned Are They About the Potential for Students to Misuse It for Cheating?
	4.4 What Concerns or Limitations Have Researchers Encountered When Using ChatGPT in Their Research, and What Improvements or Features Would They Like to See Added to the Tool?
	4.5 What Types of Research Questions or Academic Assignments Do Respondents Believe ChatGPT Is Not Suited For, and Why?

	5 Discussion
	6 Conclusion
	References

	Enhancing Low-Resource Minority Language Translation with LLMs and Retrieval-Augmented Generation for Cultural Nuances
	1 Introduction
	2 Literature Review
	2.1 Cultural Nuances in Minority Language Translation
	2.2 Low-Resource Languages
	2.3 Large Language Models (LLMs)
	2.4 Retrieval-Augmented Generation (RAG)

	3 Research Methodology
	3.1 Integration of LLMs and RAG
	3.2 Model Design
	3.3 Implementation Phase

	4 Results and Discussion
	5 Discussion and Conclusion
	5.1 Discussion
	5.2 Conclusion

	6 Limitations and Challenges
	References

	Evaluating a Human-Agent Supervised LLM-Driven Methodology for Internet Routing Security Software Development
	1 Introduction
	2 The Methodology for LLM-Driven Cybersecurity Software Development
	3 Application of the Methodology for Designing a Proof-of-Concept AS-Set Classifier
	3.1 Project Understanding
	3.2 Data Understanding
	3.3 Data Preparation
	3.4 Modelling
	3.5 Evaluation
	3.6 Deployment

	4 Discussion
	4.1 Outcomes of the Proof-of-Concept Experiment

	5 Conclusion
	References

	Aesthetic Paradigms of Artificial Intelligence: ‘isms’
	1 Introduction
	2 Architecture and Human-Computer Interaction
	3 Aesthetic Paradigms of Artificial Intelligence: ‘isms
	4 Conclusion
	References

	Advancing Accessible AI: A Comprehensive Dataset and Neural Models for Real-Time American Sign Language Alphabet Classification
	1 Introduction
	2 Related Work
	3 Data
	4 Model Development and Evaluation Performance
	4.1 Model Definition
	4.2 Model Results
	4.3 Final System

	5 Conclusions, Limitations and Future Work
	References

	InsertDiffusion: Identity-Preserving Visualization of Objects Through a Training-Free Diffusion Architecture
	1 Introduction
	2 Related Work
	2.1 Image-to-Image Transformation
	2.2 Inpainting
	2.3 Object Insertion

	3 Method
	3.1 Core Architecture
	3.2 Optional Additions
	3.3 Implementation Details

	4 Experiments
	4.1 Benchmarks
	4.2 Metrics
	4.3 Composition Into Existing Background
	4.4 Composition with Generated Background
	4.5 Ablations

	5 Limitations and Future Work
	6 Societal Impact
	7 Conclusion
	References

	A Concept for Dynamic Adaptation of Intelligent User Interfaces Based on Emotion and Behavior
	1 Introduction
	2 Related Work
	3 Conceptual Framework
	4 Initial Implementation
	4.1 Data Collection
	4.2 Data Preprocessing
	4.3 Backend Architecture

	5 Continuous Adaptation for Personalized Interfaces
	6 Evaluation
	7 Conclusion and Future Work
	References

	Object Detection Characteristics in a Learning Factory Environment using YOLOv8
	1 Introduction
	1.1 Related Work
	1.2 Problem Statement and Contribution

	2 Background and Dataset
	2.1 YOLOv8 and Layer-Wise Relevance Propagation
	2.2 Dataset Creation and YOLO Training

	3 Experiments and Results
	3.1 Single-Class Training and Evaluation
	3.2 Multi-class Training and Evaluation

	4 Summary and Conclusion
	References

	Sparse Dictionary Learning for Image Recovery by Iterative Shrinkage
	1 Introduction
	1.1 Related Work
	1.2 Our Contribution

	2 Sparse Dictionary Learning
	2.1 Review of a Standard Sparse Recovery Method
	2.2 Review of ISTA Acceleration Methods

	3 Dictionary Learning Algorithm
	4 Experimental Validation
	5 Summary and Conclusion
	References

	Multi-factor Authentication in the VIS/NIR Spectrum for Access Security
	1 Introduction
	2 Authentication Factors in Bi-Spectral Areas
	2.1 Identification Cards as Authentication Factor
	2.2 Information Separation Through Protected VIS/NIR ID Cards
	2.3 Design of Dual VIS/NIR Camera for Multi-factor Authentication
	2.4 Face and Barcode Recognition as Authentication Factors

	3 Discussion
	4 Conclusion
	References

	SpikeBottleNet: Spike-Driven Feature Compression Architecture for Edge-Cloud Co-Inference
	1 Introduction
	2 Background
	2.1 Deep Spiking Residual Network
	2.2 Model Splitting
	2.3 Feature Compression

	3 Methodology
	3.1 Overall Network Architecture
	3.2 Spiking Neuron Model
	3.3 Threshold-Dependent Batch Normalization
	3.4 Spike Encoding
	3.5 Bottleneck Unit
	3.6 Training Strategy

	4 Evaluation
	4.1 Experimental Setup
	4.2 Compression Capability Comparison
	4.3 Theoretical Energy Efficiency Estimation
	4.4 Ablation Study

	5 Conclusions
	References

	Cyber Threat Detection: A Machine Learning Approach
	1 Introduction
	2 Related Work
	3 Methodology
	3.1 Data Selection
	3.2 Data Preprocessing
	3.3 Machine Learning Techniques for Cyber Threat Classification

	4 Experimental Results
	5 Conclusion
	References

	Enhancing Lane Detection in Autonomous Vehicles Using Data Augmentation for Adverse Environmental Conditions
	1 Introduction
	2 Related Works
	2.1 Conventional Techniques for Lane Identification
	2.2 Methodologies of Machine Learning
	2.3 Deep Learning-Based Methodologies
	2.4 Unfavorable Environmental Conditions and Weather
	2.5 Recent Advances in Deep Learning for Lane Detection

	3 Methodology
	3.1 Overview
	3.2 Dataset
	3.3 Data Preprocessing
	3.4 Data Augmentation
	3.5 CNN Architecture and Design
	3.6 Model Training and Evaluation

	4 Experiment
	5 Results and Discussion
	6 Conclusion
	References

	CVC: Contrastive Autoencoders for Video Colorization
	1 Introduction
	2 Background
	2.1 Self-supervised Learning
	2.2 Contrastive Autoencoders

	3 Related Work
	3.1 Contrastive Autoencoder
	3.2 Colorization

	4 Video Colorization Method
	4.1 Overview
	4.2 Network Architecture
	4.3 Datasets
	4.4 Training
	4.5 Loss Function
	4.6 Computational Resources

	5 Experimental Results
	5.1 Quantitative Analysis
	5.2 Qualitative Analysis

	6 Ablation
	6.1 Impact of Contrastive Learning
	6.2 Feature Separation

	7 Discussion
	8 Conclusions
	References

	Towards Edge-Based Idle State Detection in Construction Machinery Using Surveillance Cameras
	1 Introduction
	2 Related Work on Idle Identification Methods
	3 Design and Implementation
	3.1 Dataset Creation
	3.2 Data Preprocessing
	3.3 YOLOV8 Detection Model
	3.4 ByteTrack Tracking Algorithm
	3.5 Idle Identification Algorithm

	4 Performance Evaluation
	4.1 Evaluation of Object Detection and Tracking Models
	4.2 Idle Identification Evaluation
	4.3 Application Evaluation
	4.4 Deployment and Performance Evaluation of Object Detection on Raspberry Pi and Intel NUC

	5 Discussion and Limitations
	6 Conclusion
	References

	A Comparative Study of Deep Learning Models for In-House Cattles' Behavior Prediction
	1 Introduction
	2 Related Works
	3 Methodology
	3.1 Data Collection and Annotation
	3.2 Model Architectures
	3.3 Evaluation Metrics

	4 Results and Discussion
	4.1 Performance in Daylight Conditions
	4.2 Performance in Low-Light Conditions
	4.3 Performance in Mixed Lighting Conditions
	4.4 Model Comparison Across All Conditions
	4.5 Effect of Camera Placement

	5 Conclusion
	References

	Improving Real-Time Transcription Quality with Sidechain Compression and Gating Techniques
	1 Introduction
	2 Background
	2.1 Crosstalk
	2.2 Passive Noise Reduction
	2.3 Active Noise Reduction
	2.4 Common Metrics

	3 The System
	3.1 Design
	3.2 Implementation
	3.3 Optimization

	4 Evaluation
	4.1 Research Variables
	4.2 Dataset
	4.3 State-of-the-Art Models for Comparison
	4.4 Methodology
	4.5 Results

	5 Discussion
	6 Conclusion
	References

	Welcome to the Team: Chat Agents for Machine Learning Project Management Support
	1 Introduction
	2 Related Work
	3 Method
	4 Dataset
	5 Evaluation
	5.1 Automatic Quantitative Evaluations
	5.2 A New Metric
	5.3 Qualitative Evaluation

	6 Further Analysis
	6.1 Length Analyses
	6.2 Power to Differentiate: What Makes a Good Benchmark Question?
	6.3 Performance Per Question Type

	7 Discussions and Limitations
	8 Summary, Conclusions and Future Work
	References

	Automatic Text Summarization: Generating PowerPoint Slides from Textbooks and Scientific Articles
	1 Introduction
	2 Background and Related Technologies
	2.1 Frequency-Based Summarization
	2.2 Pre-trained Model-Based Summarization
	2.3 Key Observations

	3 Literature Review
	3.1 Challenges in Automatic Text Summarization
	3.2 Slide Generation Using ATS
	3.3 Evaluation of ATS Methods
	3.4 Research Gap and Our Contribution

	4 Data and Methodology
	4.1 Data Input and Preprocessing
	4.2 Extractive Summarization
	4.3 Abstractive Summarization Using PEGASUS
	4.4 Slide Generation
	4.5 System Integration and User Interface
	4.6 System Design
	4.7 Evaluation

	5 Results
	5.1 Evaluation of Frequency-Based ATS
	5.2 Evaluation of Transformer-Based ATS (PEGASUS)
	5.3 Comparative Analysis

	6 Conclusion
	References

	Application of Artificial Intelligence in the Analysis of Estonian Unstructured Clinical Text
	1 Introduction: Unstructured Clinical Text
	2 Related Work
	2.1 NLP Solution Providers
	2.2 SNOMED CT

	3 Methods
	3.1 Data Used
	3.2 Tools Selected for Evaluation
	3.3 Research Design
	3.4 Testing and Evaluation

	4 Results: Evaluating NLP Tools
	4.1 Test No. 1: General Practitioner Text (see Table1)
	4.2 Test No.2: First Radiology Text (see Table2)
	4.3 Test nr.3: Second Radiology Text (see Table3)

	5 Discussion
	6 Conclusion
	References

	Automated Feedback Loops to Protect Text Simplification with Generative AI from Information Loss
	1 Introduction
	2 Related Work
	2.1 Information Distribution in Healthcare
	2.2 Generative AI for Information Simplification

	3 Text Simplification Without Information Omission
	3.1 Missing Information Identification
	3.2 Text Regeneration
	3.3 Regenerated Text Evaluation

	4 Evaluation
	4.1 Data Set
	4.2 Metrics

	5 Results
	6 Discussion
	7 Conclusion
	8 Future Work
	References

	Domain-Specific and Cross-Lingual Synthetic Data Generation for Information Retrieval Training in RAG Applications
	1 Introduction
	2 Related Work
	2.1 Retrieval-Augmented Generation (RAG)
	2.2 Dense Information Retrieval (DIR)

	3 Dataset
	3.1 Simple Questions Dataset
	3.2 Complex Questions Dataset

	4 Methodology
	4.1 Models Fine-Tuning
	4.2 End-To-End Evaluation

	5 Results
	5.1 Simple Questions
	5.2 Complex Questions

	6 Conclusions
	7 Limitations
	A Datasets Examples
	B LLM Prompts
	B.1 Question Generation
	B.2 Question Validation
	B.3 RAG Evaluation with GTP-4

	C Complex RAG Diagrams
	References

	Advancing Real-Time Crop Disease Detection on Edge Computing Devices Using Lightweight Convolutional Neural Networks
	1 Introduction
	2 Related Work
	3 Dataset
	4 Methodology
	4.1 Models Evaluated
	4.2 Benchmarking MobileNet-V4 Accuracy
	4.3 Optimizing on MobileNet-V4 Training Strategies
	4.4 Benchmarking Inference Time
	4.5 Measurement of Power Consumption
	4.6 Deployment Strategy

	5 Results
	5.1 Benchmarking MobileNet-V4 Accuracy
	5.2 Optimizing MobileNet-V4 Training Strategies
	5.3 Benchmarking Inference Time
	5.4 Measurement of Power Consumption

	6 Discussions
	6.1 Model Inference Time
	6.2 Thermal Performance
	6.3 Deployment Considerations

	7 Conclusions
	References

	Optimizing the Rotation Period of Active Host Stars in Exoplanet Systems: Using Kepler Light Curve Data with Machine Learning
	1 Introduction
	2 Motivation
	3 Data
	4 Training Pipeline
	5 Method
	5.1 Machine Learning Models

	6 Results
	6.1 Stellar Light Curve Analysis
	6.2 Analysis of Exoplanet Transit Signals and Stellar Interactions
	6.3 Performance of Machine Learning Algorithms
	6.4 Fourier Transform and Lomb-Scargle
	6.5 Evaluation of the Random Forest Model with Stellar Rotation Data

	7 Discussion and Future Research Directions
	8 Conclusion
	References

	A tmpfs-Based Middleware for Robotics Applications
	1 Introduction
	2 Previous Work
	2.1 Realtime Database
	2.2 Data Distribution Service
	2.3 Data Marshalling
	2.4 Whiteboard System

	3 Software Description
	3.1 File System in Random Access Memory
	3.2 Framework
	3.3 Data Marshalling
	3.4 Real-time Use
	3.5 Dataset Capture
	3.6 Offline Use

	4 Hardware Description
	4.1 Frame
	4.2 Main Enclosure
	4.3 Sensors

	5 Use Cases
	5.1 Passenger Vehicle
	5.2 Ground Robots
	5.3 Heavy Machinery
	5.4 Aerial Vehicles

	6 Discussion
	7 Conclusion
	References

	An Intelligent System to Sort Recyclable Waste
	1 Introduction
	2 Related Work
	3 Multi-agent System
	4 Clustering Refuse Items
	5 Sorting Waste Items
	5.1 Sorting Problem Statement
	5.2 Sorting Algorithm
	5.3 Task Coordination

	6 Evaluation
	6.1 Clustering
	6.2 Sorting

	7 Conclusion
	References

	Fractional-Order Identification and Analysis of Elevation and Azimuth Dynamics in a Twin Rotor System
	1 Introduction
	2 Theoretical Background
	2.1 Overview of Fractional Calculus and Fractional-Order Systems
	2.2 Stability Analysis of Fractional-Order Systems
	2.3 Matignon's Stability Condition
	2.4 Implications of Matignon's Stability Theorem
	2.5 Identification of Fractional-Order Models
	2.6 Software for Fractional-Order Modeling and Identification

	3 Methodology
	3.1 Data Collection
	3.2 Fractional-Order System Identification
	3.3 Model Validation

	4 Real-Time Experimental Results and Discussions
	4.1 Cross-Coupling Effects
	4.2 Results of Identification

	5 Comparison of Fractional-Order and Integer-Order Systems for Elevation and Azimuth
	6 Conclusion
	References

	Online Learning and Transfer Learning for Cyber Attack Detection
	1 Introduction
	2 Data Set
	3 Methods
	3.1 Transfer Learning Techniques
	3.2 Online Retraining
	3.3 Transfer Distance

	4 Numerical Experiments
	4.1 Transfer Learning Experiments
	4.2 Streaming Experiments

	5 Conclusion
	References

	Comparative Analysis of Machine Learning Models for Phishing Detection: Leveraging Textual and Numerical Data from URLs
	1 Introduction
	2 Related Works
	3 Dataset Description
	4 Data Modeling
	4.1 Convolutional Neural Network
	4.2 Support Vector Machine and Multi-layer Perceptron

	5 Evaluation
	6 Conclusion
	References

	Detection and Prevention of Generative AI Email Phishing Attacks Using Digital Twins
	1 Introduction
	2 Related Work
	2.1 Phishing Detection Using Machine Learning
	2.2 Generative AI and Phishing
	2.3 Digital Twins in Cybersecurity

	3 Research Problems/Gaps
	3.1 Sophistication of Generative AI
	3.2 Lack of Multi-model Approaches
	3.3 Absence of Real-Time Adaptability
	3.4 Insufficient Integration of User Behavioural Analytics
	3.5 Underexplored Simulation Frameworks

	4 Research Solutions/Contributions
	4.1 Multi-model NLP Approach with Anomaly Detection
	4.2 Digital Twin-Enabled Behavioural Modelling
	4.3 Real-Time Anomaly Detection
	4.4 Comprehensive Simulation and Evaluation Framework

	5 Methodology and Experimental Setup
	5.1 Data Collection
	5.2 Framework Architecture
	5.3 Digital Twin and Simulations
	5.4 Implementation Strategy/Computational Efficiency Optimisation

	6 Results/Outcomes
	6.1 Performance Metrics
	6.2 Evaluation Through Cyber Attack Simulation Using Digital Twin
	6.3 Performance and Detection Capabilities
	6.4 Implications and Future Readiness

	7 Deployment in Real-World Email Security Infrastructure
	7.1 Integration with Secure Email Gateways and Email Filters
	7.2 Cloud-Based Scalable Processing
	7.3 Digital Twin-Driven Behavioural Analysis
	7.4 Real-Time Threat Detection and Security Operations Centre (SOC) Integration
	7.5 Privacy-Preserving Phishing Detection

	8 Conclusion
	9 Future Work
	References

	Efficient DDoS Detection in Massive IoT Networks for 5G and Beyond Using P4 and Deep Distributed Learning
	1 Introduction
	2 Related Work
	3 Proposed Approach
	3.1 Data Plane
	3.2 Control Plane

	4 Evaluation
	4.1 Datasets, Traffic Scenarios, and Evaluation Metrics
	4.2 Performance Evaluation of ELFS Server with CNN and MLP
	4.3 Evaluation of DDoS Detection Architectures
	4.4 Analysis of Time Efficiency and Total Delay in Data Preparation Process

	5 Conclusions
	References

	Enhancing Privacy and Efficiency in Federated Learning Through Hybrid Homomorphic Encryption
	1 Introduction
	2 Privacy-Preserving Encryption Techniques
	2.1 Homomorphic Encryption
	2.2 Symmetric Encryption (AES)
	2.3 Paillier Encryption

	3 Proposed Methodology
	4 Experimental Setup
	5 Results and Discussions
	6 Conclusion
	References

	Author Index



